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4M  2.7M

UNFILLED CYBERSECURITY IN THE ASIA-PACIFIC REGION, THE ESTIMATED GLOBAL TALENT
JOBS WORLDWIDE LARGEST WORKFORCE GAP GLOBALLY SHORTAGE BY 2030




“We're teaching kids how to solve problems for today.
But what about the problems of five years from now?”

SIR KEN ROBINSON



Microsoft is addressing this challenge with a

$10.5B

INVESTMENT IN ASIA’'S Al AND CLOUD
INFRASTRUCTURE




Governments, corporations, &
citizens are asking for 4 things

Be more
secure

Stay
compliant

Lower total cost
of ownership

Ongoing
proof of value




Security iIs shaping the world

T|: TechCrunch

CrowdStrike accepts award for ‘most epic fail’
after global IT outage

The Washington Post B o e O3 Ehe New Jork Times

Microsoft Executives’ ESpectrum .
Er.nalls Hack?d by Gr(?up The Flipper Zero: A Hacker’s
Tied to Russian Intelligence Delight

QR codes are a privacy
problem — but not for the
Criminals Hacked A Fish Tank ,
To Steal Data From A Casino reasons you’ve heard

Depending on your job, you'll
love or hate this wireless




Cybercrime
today equals
the 3 largest
economy Iin
the world

ANNUAL GDP

$27T

USA

$17.8T

$4.2T




And it's
growing
quickly.

ANNUAL GDP GROWTH RATE

15% [6.3% |5.1%

4.9%

USA




Al Is

01 Used to attack
02 Used to defend—and in the SOC
03 Used for productivity and speed

U to secure Al streams



Committed to cybersecurity

SECURITY ABOVE ALL ELSE






The State of
Cybercrime

2023 marked a
significant shift
in cybercriminal
tactics

80-90%

Of ransomware attacks start
from unmanaged devices

710%

Of human-operated
ransomware targets
had <500 employees

200%

Increase in human-
operated ransomware

51%

Of cloud attacks
due to weak or
stolen credentials

Organizations
today face an
industrialized
attacker economy

Led L Ld

L [Ld Ld

= Stolen passwords

& Denial of service

® Ransomware kits

$0.97/1000 (avg)
Bulk: $150 for 400M

$766.67/month

$66 upfront or 30% of
the profit/affiliate model



Secure
Future
Initiative

2 OUTCOMES

01

A more resilient and
transparent Microsoft

Adva
security tools

3 PRINCIPLES

01

Secure
by design

Security comes first
when designing any
product or service

02

Secure
by default

Security protections are
enabled & enforced by
default, require no extra
effort, and are not optional

03

Secu
operations

Security controls &
monitoring will continuously
be improved to meet
current and future threats



Proactive
threat
hunting

|dentification
and removal
of bad actors

$20B....

120 .....

; 8 I Signals synthesized daily

1 M Customers

100K +

Domains
removed

10K+

Security & threat
intelligence experts

4K

ID attacks
blocked/sec

135M

Managed
devices

300+

Threat actors
tracked

15K+

Security ecosystem
partners

$20B

Of investment



Governments, corporations, &
citizens are asking for 4 things

Be more
secure

02

03

04

Stay
compliant

Lower total cost
of ownership

Ongoing
proof of value







Customers need (&)

to find, catalog,
and secure data,
apps, identities,

INTERNET

users, and devices




Current
state

How companies
and governments

solve it today
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Simple mistakes open doors

TYPICAL HUMAN-OPERATED RANSOMWARE CAMPAIGN

Qhishing
mail
Ge—s p ——

Open
attachment

D) T ——
Click a URL

Browse to
a website

O
<A

Brute force account or use
stolen account credentials

B
—

—

Exploitation
and installation

pa

i i NG
o

&

Command
and Control

User account
is compromised

Attacker collects
reconnaissance and
configuration data

—_— () —>

Attacker compromises
a privileged account

Attacker exfiltrates
sensitive data

APPLICATIONS

e

Domain is
compromised

—

—

Services stopped
and backups deleted

Files encrypted on
additional hosts

EMAIL

ENDPOINTS

IDENTITIES

WORKLOADS




Protection across the entire kill chain

WITH MICROSOFT SIEM AND XDR

Qhishing
mail

e s p ——

Open
attachment

C_D\

O
<A

Brute force account or use
stolen account credentials

Attacker collects
reconnaissance and
configuration data

.

Attacker exfiltrates
sensitive data

i

(“) APPLICATIONS

Click a URL \ \
EiSRay S ®) foeud
O B T e — & — O = g e [
Browse to Exploitation Command User account  Attacker compromises Domain is Services stopped Files encrypted on
a website and installation and Control is compromised a privileged account compromised and backups deleted  additional hosts
&»  EMAIL () ENDPOINTS © IDENTITIES (“) WORKLOADS

o Defender for 365

Defender for Endpoint,

Antivirus, XDR

()

EntralD ™ Defender for Identity

Storage, Containers

UNCOVER THE ATTACK END TO END AND TAKE ACTION TO EVICT THE ATTACKER

@ Defender for Cloud, Servers,




Microsoft Security Experts Managed Security Operations : . box | new
Defender Experts | Detection and Response Team (DART) Using Microsoft Security Microsoft Defender for Cloud Apps ' G
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Secure development and software supply chain

Threat Intelligence - 65+ Trillion signals per day of security context | | Service Trust Portal — How Microsoft secures cloud services | | Security Development Lifecycle (SDL) |



https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://azure.microsoft.com/en-us/marketplace/
https://learn.microsoft.com/en-us/purview/purview
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://www.microsoft.com/en-us/security/blog/2021/07/22/how-to-protect-your-cad-data-files-with-mip-and-halocad/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
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https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
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https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://docs.microsoft.com/azure/security-center/azure-defender
https://learn.microsoft.com/azure/defender-for-cloud/defender-for-cloud-introduction
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://support.office.com/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://docs.microsoft.com/azure/defender-for-iot/
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://learn.microsoft.com/azure/active-directory/external-identities/external-identities-overview
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview#:%7E:text=Azure%20Active%20Directory%20(Azure%20AD)%20Identity%20Governance%20allows,critical%20assets%20--%20while%20ensuring%20employee%20and
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key#:%7E:text=User%20registration%20and%20management%20of%20FIDO2%20security%20keys,method%20and%20choosing%20Security%20key.%20More%20items...%20
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/compliance/compliance-score-calculation
https://learn.microsoft.com/azure/defender-for-cloud/concept-cloud-security-posture-management
https://learn.microsoft.com/azure/external-attack-surface-management/
https://learn.microsoft.com/microsoft-365/security/defender-vulnerability-management/defender-vulnerability-management
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/mem/configmgr/
https://aka.ms/spa
https://aka.ms/SPA
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://learn.microsoft.com/azure/active-directory/cloud-infrastructure-entitlement-management/overview
https://aka.ms/PAW
https://www.microsoft.com/security/business/identity-access/microsoft-entra-internet-access
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/AzureSentinel
https://www.microsoft.com/security/business/ai-machine-learning/microsoft-security-copilot
https://www.microsoft.com/misapartnercatalog?PartnerTypes=MSSP
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://www.microsoft.com/security/business/identity-access/microsoft-entra-internet-access
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Governments, corporations, &
citizens are asking for 4 things

01

Be more
secure

Stay
compliant

03

04

Lower total cost
of ownership

Ongoing
proof of value




Stay
compliant

Secure and govern your organization’s data across your entire

digital estate.

Accelerate the secure adoption of Al with ready-to-go data
security and governance tools purpose-built for generative Al.

90+

Global certifications and
attestations, including GDPR,
ISO 27001, and SOC 1/2/3

400+

GenAl app risk assessments
ready for use by your team

320+

Ready-to-use and customizable regulatory
assessment templates to meet multicloud
compliance requirements

Supports Al compliance with the EU Al
Act, NIST Al Risk Management
Framework, ISO 42001, ISO 23894,
code-of-conduct policies, and more

99.9%

Uptime commitment for Microsoft
365 ensures continuous compliance
management

Discover, protect, and govern

the use of generative Al for Copilot,
ChatGPT, Claude, Gemini, private
LLMs, and more



Governments, corporations, &
citizens are asking for 4 things

01

02

Be more
secure

Stay
compliant

Lower total cost
of ownership

04

Ongoing
proof of value




Lower total
cost of
ownership

Simplify your security operations with seamlessly integrated
end-to-end protection that consolidates fragmented tools,
offering more cost savings and higher productivity.

60%

Cost savings

231% 50

Return on Products categories
investment” replaced

26%

Time saved by
security novices
when using Copilot
for Security

22%

Time saved by
experienced security
professionals when using
Copilot for Security



Governments, corporations, &
citizens are asking for 4 things

01

02

03

04

Be more
secure

Stay
compliant

Lower total cost
of ownership

Ongoing
proof of value




) Whatis Iog4j?>

Do | have log4j in my environment? )

How did it get there? )

) Who else clicked on this link? )

How do | remove it?)




Governments, corporations, &
citizens are asking for 4 things

Be more
secure

Stay
compliant

Lower total cost
of ownership

Ongoing
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